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What is “Cloud Native” ?
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From CNCF Cloud Native Definition v1.0(https://github.com/cncf/toc/blob/master/DEFINITION.md)

-1 CLOUD NATIVE

L= COMPUTING FOUNDATION


https://github.com/cncf/toc/blob/master/DEFINITION.md

What is “Cloud Native” ?
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r~1 CLOUD NATIVE

k=l COMPUTING FOUNDATION

CLOUD NATIVE
TRAIL MAP

The Cloud Native Landscape Lcncf.io

has a large number of options. This Cloud
Native Trail Map is a recommended process
for leveraging open source, cloud native
technologies. At each step, you can choose
a vendor-supported offering or do it yourself,
and everything after step #3 is optional
based on your circumstances.

HELP ALONG THE WAY

A. Training and Certification

Consider training offerings from CNCF

and then take the exam to become a
Certified Kubernetes Administrator or a
Certified Kubernetes Application Developer

cncf.io/training

B. Consulting Help

If you want assistance with Kubernetes
and the surrounding ecosystem, consider
leveraging a Kubernetes Certified
Service Provider

cncf.io/kesp

C. Join CNCF's End User

1. CONTAINERIZATION

+ Commonly done with D r containers

« Any size application and dependencies (even PDP-11
code running on an emulator) can be containerized

« Over time, you should aspire towards splitting suitable
applications and writing future functionality as microservices

3. ORCHESTRATION &
APPLICATION DEFINITION

+ Kubernetes is the market-leading orchestration solution
- You should select a Certified Kubernetes Distribution,
Hosted Platform, or Installer: cncf.io/ck
+ Helm Charts help you define, install, and upgrade
even the most complex Kubernetes application

kubernetes

¥y
(55
HELM

CNCF Graduated | CNCF Incubating

5. SERVICE PROXY, DISCOVERY, & MESH

- CoreDNS is a fast and flexible tool that
is useful for service discovery

+ Envoy and Linkerd each enable service
mesh architectures

- They offer health checking, routing,
and load balancing

Trail MapTHE. 4BBI(C"Observability”& UTES

2. Cl/cD

+ Setup Continuous Integration/Continuous
(CI/CD) so that changes to your source ¢
automatically result in a new container be
built, tested, and deployed to staging and
eventually, perhaps, to production

+ Setup automated rollouts, roll backs and

4. OBSERVABILITY & ANALYSIS

« Pick solutions for monitoring, logging and tracing

+ Consider CNCF projects Prometheus for monitoring,
Fluentd for logging and Jaeger for Tracing

« For tracing, look for an OpenTracing-compatible
implementation like Jaeger

y
fluentd

CNCF Graduated | CNCF Graduated

OPENTRACING

CNCF Incubating  CNCF Incubating
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New Relic (SaaS)

®New ReliclcH1>7v>

@KubernetesVS5X4(C @AYFFA A—JICE=ED

Kubernetes Integration%z —3 —
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https://newrelic.com/signup

Create your free account.

Start your free trial. No credit card necessary.

All fields are required. Questions about setting up a New Relic account?

ne lshes eeered - @) New Relic


https://newrelic.com/signup

@Kubernetes?Z 5 X7 (cKubernetes IntegrationZ
12X

Kube-state-metric1 > X b—Jb

# kubectl apply -f kube-state-metrics-release-1.6/kubernetes
clusterrolebinding.rbac.authorization.k8s.io/kube-state-metrics created
clusterrole.rbac.authorization.k8s.io/kube-state-metrics created
deployment.apps/kube-state-metrics created
rolebinding.rbac.authorization.k8s.io/kube-state-metrics created
role.rbac.authorization.k8s.io/kube-state-metrics-resizer created
serviceaccount/kube-state-metrics created

service/kube-state-metrics created

# kubectl get pods --all-namespaces | grep kube-state-metrics
kube-system kube-state-metrics-7885dd5f7f-4gmg4 2/2  Running
0 16s

Daemon set®1 > X =)L

# kubectl create -f newrelic-infrastructure-k8s-latest.yaml
serviceaccount/newrelic created
clusterrole.rbac.authorization.k8s.io/newrelic created
clusterrolebinding.rbac.authorization.k8s.io/newrelic created
daemonset.extensions/newrelic-infra created

# kubectl get daemonsets

NAME DESIRED CURRENT READY UP-TO-DATE
AVAILABLE NODE SELECTOR AGE

newrelic-infra 3 3 3 3 3 <none>
8s

B EFBREHFDIEFTTIOSRAINZ AR

RUICRATEFT !

Cluster Explorer
Click the nodes and pods on the visual to explore more details.

9 NODES

60 PODS

CRITICAL -
WARNING

cPU

MEM(ORY)
STO(RAGE)

PENDING

ALERTING RUNNING*

© New Relic.



H5BA3AMBERATA AMNJELI—S3>THERETT

pC

B
il i
& .

©

Google Kubernetes Engine Amazon EKS Azure Kubernetes Service (AKS)

0 Pivotal
Container

OPENSHIFT Service:



AT FAA—IICHREFDI—>1T> b2
14 > X b=)L(tomcatdDfl)

ﬁ’ dockerhub

tomcat ¢

Docker Official Images

Dockerfile
WORKDIR /usr/local/tomcat/

RUN curl -O "http://download.newrelic.com/newrelic/java-
agent/newrelic-agent/current/newrelic-java.zip"

RUN ["apt-get", "install", "unzip"]
RUN ["unzip", "newrelic-java.zip", "-d", "/usr/local/tomcat"]

# change working directory to Tomcat
#WORKDIR /usr/local/tomcat/bin

# run the Tomcat Server
CMD ["/usr/local/tomcat/bin/catalina.sh", "run"]

WORKDIR /usr/local/tomcat/webapps
RUN wget xxxx

yamlA”containers”MEXE

env:
- name: JAVA_OPTS
value: ”
-javaagent:/usr/local/tomcat/newrelic/newrelic.jar
-Dnewrelic.config.license_key=xxxxx
-Dnewrelic.config.app_name=AppName

-Dnewrelic.config.distributed_tracing.enabled=true"

HERBFEAFOEFTIZITUN

CARBUICRATEZEI I

New Relic. A APM BROWSER SYNTHETICS MOBILE PLUGINS INSIGHTS INFRASTRUCTURE

Applications  Servicemaps Ky transactions

TIME PICKER

A0PS s
WebPortal Last 24 hours ending now AllJVMs

Web transactions time

450 ms

MONITORING

Overview

400 ms
Distributed tracing New

350 ms
Service maps

300 ms
Transactions

250 ms
External services

200 ms

WMs.
150 ms

EVENTS e
Error analytics 0

Errors 67198 22:00
™

65208 2:00

6208 6:00 65208 10:00 6720H]

merce demo
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Cluster Explorer
Click the nodes and pods on the visual to explore more details.

9 NODES
60 PODS
CRITICAL
WARNING
CcPU
MEM(ORY)
STO(RAGE)

2DDI—S1T> MHREUT.
Kubernetes& 7 JUZBET

DIRWERH{bZRIR

¢ &

PENDING

PodZiE &

al health issues.
d unavailable statuses.

O Pod: order-status-64d5598fb7-kmwtm

2
1 WARNING ~
Status: Running Deployment:  order-status
Namespace: interactions Node: ip-172-20-41-212.us-east-2.co...

@ Container 1: order-status

T 3>7F oReE
1 WARNING &

Restarts:
Image:

0 since 30 minutes ago
412066592467.dkr.ecr.us-eas...

Status: Running
Reason: -

CPU core usage
Since 30 minutes ago until 1 minute ago

Memory byte usage
Since 30 minutes ago until 1 minute ago

300 150 M

200 100 M

100 SO0M

o —_— 0 . .

AM 08:10 AM 08:20 AM 0 AM 08:10 AM 08:20 AM |
@ Limit: 250 Request: 100 ® Limit: 134 M Request: 67 M

() Application: Order-Status

7TV DIRE

NON-ALERTING
U . Cy
APM overview Distributed tracing Error rate: 0%

Web transaction time
Since 30 minutes ago until 1 minute ago

Throughput
Since 30 minutes ago until 1 minute ago

80ms 15k
0 o o

60ms 1k

40ms

20ms e

o o

AM 08:10 AM 08:20 AM 0 1AM 08:10 AM 08:20 AM I
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Kubernetes

1275
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DT>
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DENL—22T

Cluster

Node

Pod/Deployment

K388 RAINEERN

DSIRRAT4 T ETRELULTVWBESRADL
—H NS EDLSEERE L TLIMEIET D
Kubernetesdd CEIM (CEITIRIBNZIL T D 7T
DIEEREVLC TS —FHERRZEUSIEETS
BEHOPodICE =R > TEELH D TWLWB 77 TUdHh
TECITRNLRY OINGD O ZIEIET D
BRAIROR—R MOSED. ML - BIRNICE
b9 BIRBEDOIRIRZIBRE T D

Clusterztpk 9 dNodedD X FT—4SF XD UY — X &
BIARARIERWC & 5ERT D
Deploymentt®PodhlyamITEE SN EBD(CIE
ULBEIL CL\DIHh\ BRI D

O>FTFDUY —XERIRRS, ZNICHESEER
BOEBEER I D

Kuberneteszx 31> JSHINSRIE/\TOA —<
SRR EIEIET B

R—>0O— R5A L.
JavascriptT=>—. 9MEEEHR

ISERE. IL—Tw b,
ITS5—&

EEEPTOE. IMEBAPIEBE)
IR

XIBZTIERULNY, Clusterd
B EROHEENIRIEE
TEVEEEAR. Y —X[ERAX

Pod XAF7—5 X,
LTUHty MR

DY —XERR, BREFEER

BEE, Y—EXEUTOERE.
ZI—=Twv
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Transaction trace K8 v
p-AIsSLEens e 57% of these errors have just 5 k8 s pod names,

® frontend 3183584553 gwvé

® fronter 53-wOx

® fronten 53-mijpp
frontend 3183584553 papen

’ 57% of these errors have just 5 k8 s pod ips.
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T-)L 7TV —2 3> ORBOSFE (CEN DK &S5 D ZHIK T D
RAINEIERH HERBPIORE. JMPAPIEEIIANR

00ps.jsp
WebPortal | Jul 21,2019 10:11 am | Trace ID: a842c673a04ae534 | 3 Services v | Spans: 39 I
E 84 1anomalous span detected A
oms 5915 1825 7735 23645 B o Fulfilment Service
1 1 1 ! i.us-west-
p ALs
2.amazonaws.com - Net::HTTP/POST
is about 27.97 s slower than average %
I (2391% slower).
(@ Compared to similar spans over the past 6 hours
Collapseall | Expand all
> 38 | [ 0ops.jsp 10.24s
WebPortal
[*] ERROR DETAILS v
29 [ Sinatra/Rubytron/POST #purchaseCart 29.32s
Fulfillment Service ERROR CLASS
Display in-process spans for this service (14)
ERROR MESSAGE
@ ec2-52-13-113-107.us-west-2.compute.amazonaws.com - Typhoeus/POST 1.44 ms HTTP response: 504 - Gateway Timeout
1
@ billing.dt.nrdemo-staging.com - Typhoeus/POST 3.85ms
> 11 [ billingbill 137ms  Average response time

Billing Service

NEBAPIDIRSE
ﬂ ’ (@ tktb4tdrc4.execute-api.us-west-2.amazonaws.com - Net::HTTP/POST 83 29.14s 10s

10:00 AM 0:10 AM 10:20 AM
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O Q Node 5525
T

RE3EH Clusterz#8pk 9 2NodedD AT —F XD Y — {FRARRENMNEIERNC S Z2ER I D
T—)L ClusterhMi2t g 2EE DY — X ([CREHTRXVVIRREZ HEIF T D

NI
e TEEEAR, Y — R

Node Resource Consumption C) gew
NODE NAME USED €O... USED MEMORY PODS
ip-172-20-46-134.us-west-2.compute.interna 012 2,971,829,350 7
ip-172-20-56-99.us-west-2.compute.internal 0.1 3,575,441,040 8
ip-172-20-39-66.us-west-2.compute.internal 0.09 3,039,495,290 8

© New Relic.



O
: Pod/Deployment LLL

d>iR—2> b~ | Pod/Deployment

R3E8 Deploymentt®PodilyamI TEESNICEB D ICIEULLBE L CLDIHh 2R T D
J—)L Kubernetesd L 77 THRAE L CL\DmIEMN/ARBEZRR(CAD. EETSD

O

RS Pod A5 —% X (Running T'2L\EMD) LIUDEY hOFEICEDNT
A LTS PodE

Missing Pods by Deployment

Pods not Running by Cluster/Namespace
Since 10 minutes ago until 1 minute ago

CLUSTER NAME NAMESPACE POD NAME STATUS Since 10 minutes ago until 1 minute ago
K8S-JF4 default nginx-deployment-99989f9d-diw2s Pending 25
K8S-JF4 default nginx-deployment-99989f9d-twccw Pending 20
K8S-JF4 default nginx-deployment-99989f9d-wbxrd Pending :]] g
ramon-minikube default nginx-deployment-1623441481-01tsk Pending S
01:30 PM 01:35PM
® ramon-minikube, nginx-d... ramon-minikube, kube-dns
® ramon-minikube, kube-st... K8S-JF4, kube-dns

® K8S-JF4, kube-state-metrics @ K8S-JF4, kubernetes-dash...

© New Relic.
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Clonltainer Memory Usage - % Used vs

Since 1 hour ago until 1 minute ago

Container Restarts

Since 1 hour ago until 1 minute ago
-

30 ¢
. Container CPU Usage - % Used vs 0
20 . 5 JF-K8S-5, shell-demo, nginx
=" Limit 11 from 11:53 PM to 11:54 PM
Since 1 hour ago until 1 minute ago 0
0800 AV 08115 AV 08:30 AV &
@ demotron.cloud, kube-st demotrt - /| \ ~O 5 3 -
’ ' 1 { A ) PM 11:15PM 11:30 PM 11:45 PM 12
® demotron.cloud, newrelic.. ® demotr \ \[\A/
® demotron.cloud, newrellc.. ®demotrc | ‘ys | VV ' ® JF-K8S-5, shell-demo, nginx JF-K8S-5, kube-dns-86f4d74b45-...
b ® |F-K8S-5, kube-dns-86f4d74b45-... ® JF-K8S-5, kube-dns-86f4d74b45-...
08:00 AM 08:15 AM )8:30 AM 08:45 AM ® |F-K8S-5, kube-proxy-tv8h8, kub... @ JF-K8S-5, kube-state-metrics-5¢...

® demotron.cloud, kube-state-metrics-5¢858f7f49-91159, kube-
demotron.cloud, kube-state-metrics-5c858f749-91159, addor
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Instances per region
Since 1 hour ago
Asia/Tokyo (UTC 9)

us-west-2

us-east-1

us-east-2

us-west-1
——

eu-west-1

Instance state
Since 1 day ago
AsialTokyo (UTC 9)
250

200

150
100

Jul 21 Jul 22, Jul 22, Jul 22,
06:00 PM 12:00 AM 06:00 AM 12:00 PM

® running @ stopped

H—EXEUVUTOEZE, R)L—Twv bk

Read Operations
Since 1 day ago

Asia/Tokyo (UTC 9)

6k

4k

2k
71\ 21, Jul 22, Jul 22, - JL‘Z‘Z:
6:00 PM 12:00 Al 06:00 AM 12:00 PM

©101-04949bc271381f5c2 vol-015182a88e1874777
Vol-0c6920 ! 9

vol-0c1886bdd3370a3b5 © v0l-0e07ff652e1164e1a
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