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Executive Summary

Report Conclusions

TechTarget’s Enterprise Strategy Group (ESG) recently surveyed 397 IT, cybersecurity, and application
development professionals responsible for evaluating, purchasing, and managing API security solutions at
midmarket (100 to 999 employees) and enterprise (1,000 or more employees) organizations in North America (the
United States and Canada).

Based upon the gathered data, the report illustrates that:

e Application development modernization necessitates cybersecurity modernization. While only one in
five organizations currently support more than half of their public-facing web applications with a microservices,
cloud-native architecture, this is expected to more than quadruple within the next 24 months. Additionally, the
vast majority of organizations currently employ a DevOps methodology to some degree. Although cloud-native
application development brings efficiency and productivity benefits, security teams are challenged gaining the
control they need to ensure that the applications deployed are secure. In addition to citing production builds
being deployed with security issues such as misconfigurations and vulnerabilities, many organizations report
their security teams lack visibility into development processes and/or that developers are skipping security
processes.

o API growth is exacerbating security risk. More than three-quarters of organizations report that they have an
average of 26 APIs per application deployed, and a majority are using open APIs for public consumption,
connecting applications with partners, and/or connecting microservices. While slightly more than one-third of
organizations say all of their applications use APIs today, this is expected to grow to 50% over the next two
years. In addition to facing challenges from the rapidly growing number of APIs and their exposures from the
associated types of connections, security teams are challenged keeping up with the speed of API updates, with
more than one-third of organizations releasing updates daily, and another 40% doing so on a weekly basis.

o API security incidents are pervasive, resulting in many challenges and shortcomings. Nearly three-
quarters of organizations believe they have a robust API security program with processes and controls in
place, including API security tools, web application firewalls, and API gateways. However, despite having
multiple products in place addressing API security, more than half of organizations faced multiple incidents,
and 35% faced at least one incident within the last year. Organizations have suffered a range of security
incidents from insecure APls, including data exposure, account takeover, and/or denial of service attacks. The
most common API security concerns include authentication, which is alarming because every connection
needs effective authentication to be secure, as well as many visibility concerns.

+ Building an effective API security strategy involves a variety of tools and developer participation.
Organizations are looking for API security solutions with a comprehensive set of features to deal with security
issues like identifying and tracking APlIs, authenticating APIs, and blocking attacks or excessive traffic. To
further mitigate risk, security should be involved in securing APIs before they are deployed, and while more
than half of teams responsible for securing APls are involved with development as soon as or before they are
published, there is still a lot of room for improvement. However, it is promising that the majority of organizations
rate a high percentage of their developers as having a solid level of API security knowledge, which is a
byproduct of the fact that 89% of organizations provide formal API security training to their development teams.

e Organizations are committed to and investing in solidifying API security posture. Most organizations
have a dedicated budget for API security, and 95% expect to increase their investments in API security
solutions to some extent over the next 12-18 months. The areas in which organizations expect to focus their
increased spending include API security tools, with many looking for API security capabilities in other tools like
cloud-native application protection platforms (CNAPPs), application security tools, APl management tools,
WAFs, bot management, and DDoS mitigation tools.

© 2023 TechTarget, Inc. All Rights Reserved.
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Introduction

Research Objectives

Organizations across industries improve their productivity, innovation, and customer service with an increase in
web, mobile, and cloud applications leveraging microservices architectures. But this brings an increase in APIs
connecting application components and resources. Organizations rate APIs as the element in the cloud-native stack
most susceptible to attack, and attacks stemming from insecure APIs were the most commonly identified
cybersecurity incident tied to cloud-native app development over the last 12 months. As the number of APIs
continues to grow, security risk increases.

As a result, organizations need effective API security solutions to reduce risk as cloud-native development scales
and help their teams discover, manage, configure, monitor, and protect their APIs to keep pace with modern
software development. To gain further insight into these trends, TechTarget's Enterprise Strategy Group surveyed
397 IT, cybersecurity, and application development professionals at organizations in North America (US and
Canada) responsible for evaluating, purchasing, and managing AP security solutions.

This study sought to answer the following questions:

o Approximately what percentage of public-facing web applications are based on a microservices, cloud-native
architecture today? How is this expected to change, if at all, over the next 24 months?

e How frequently do organizations’ developers (and/or DevOps teams) deliver new software builds to
production? How is this expected this change, if at all, over the next 6 to 12 months?

o What security challenges do organizations face with the faster development cycles of CI/CD?

o What is the average number of APIs per application? What proportion of cloud-native applications use APIs
today? How is that expected to change, if at all, over the next 24 months?

e Have organizations experienced a security incident related to insecure APls in the last 12 months? What type
of security incident(s) did organizations suffer as a result of insecure APIs?

o What are the biggest challenges organizations have faced with API security? What types of API vulnerabilities
are of greatest concern?

e How long does it typically take for organizations to remediate an API vulnerability? How do organizations
ensure APls do not expose sensitive data?

e How would organizations describe the collective level of understanding their development teams have of
security risks for APIs?

e Do organizations provide formal API security training to their development teams?
e« When new APlIs are published, when does the team responsible for securing them become involved?

o What is the source from which API security is funded, or will likely be funded? Do organizations expect to
increase their spending on API security technologies, services, and personnel over the next 12-18 months?

e What do organizations expect to increase their API security spending on the most over the next 12-18 months?

e What actions do organizations expect to take over the next 12-18 months to implement or optimize their web
application and API protection strategies?

Survey participants represented a wide range of industries including manufacturing, technology, financial services,
and retail/wholesale. For more details, please see the Research Methodology and Respondent Demographics
sections of this report.
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Research Findings

Application Development Modernization Necessitates Cybersecurity Modernization

Organizations are increasingly moving their production applications and workloads to public cloud platforms. While
just more than one-third (35%) of organizations report that more than 30% of all their production workloads run on
public cloud infrastructure today, this is expected to increase to 62% of organizations over the next two years (see
Figure 1).

Figure 1. Production Workloads Continue to Be Moved to Public Cloud Infrastructure

Of all the production server workloads, including application containers, used
by your organization, approximately what percentage is run on public cloud
infrastructure services (i.e., laaS) today? How do you expect this to change, if
at all, over the next 24 months? (Percent of respondents)

m Percentage of production workloads run on public cloud infrastructure services today (N=394)

m Percentage of production workloads run on public cloud infrastructure services 24 months from now (N=397)

52%
36%
29%
22%
0,
13% i .
1% 0% 9% 7% 6% 10%

Less than 10% of 10% to 20% of 21% to 30% of 31% to 40% of  41% to 50% of More than 50% of
workloads workloads workloads workloads workloads workloads

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

By leveraging the state-of-the-art technologies and services from cloud service providers (CSPs) and microservices
application architectures, organizations can efficiently build and deploy their applications faster to serve their
employees, partners, and customers. According to Figure 2, only 21% of organizations support more than half of
their public-facing web applications with a microservices, cloud-native architecture; however, this is expected to
more than quadruple within the next 24 months.

Organizations are also leveraging DevOps methodologies for continuous integration and continuous deployment
(CI/CD) of applications. As seen in Figure 3, the vast majority of organizations currently employ a DevOps
methodology, either extensively (57%) or in a limited fashion (31%). This empowers developers to provision their
own cloud infrastructure, collaborate via CI/CD pipelines to efficiently build their applications, and deploy them to the
cloud.
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Figure 2. Cloud-native Architectures Are Becoming Increasingly Common for Web Applications

Approximately what percentage of your organization’s public-facing web
applications are based on a microservices, cloud-native architecture today?
How do you expect this to change, if at all, over the next 24 months? (Percent
of respondents, N=397)

m Today m 24 months from now

. 20%

25% or less 26% to 50% 51% to 74% 75% or more

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 3. Most Organizations Are Leveraging a DevOps Methodology

Does your organization employ a DevOps methodology to automate the
continuous integration and continuous delivery (Cl/CD) of code and
application infrastructure? (Percent of respondents, N=397)

57%
- L 1%
Yes, we employ Yes, we employ No, but we plan to No, but we are No, we do not employ
DevOps extensively DevOps in a limited employ DevOps in the interested in DevOps DevOps and have no
fashion next 12-24 months plans to do so

Source: Enterprise Strategy Group, a division of TechTarget, Inc.



I Enterprise Strategy Group
ll TechTarget

Research Report: Securing the API Attack Surface

Many organizations currently release new builds daily, and developers expect to increase the frequency of releases,
raising challenges for security to keep up with the rapid pace. Specifically, nearly one-third of organizations

indicated their developers are releasing new software builds to production daily (9%) or even multiple times per day
(22%), which is expected to increase to 38% in the next 12 months (see Figure 4). Not surprisingly, extensive users
of DevOps are significantly more likely to already be deploying multiple new software builds to production on a daily

basis (see Figure 5).

Figure 4. New Software Builds Continue to Get Pushed to Production Faster...

How frequently do your organization’s developers (and/or DevOps teams)
deliver new builds to production? How do you expect this change, if at all,
over the next 6 to 12 months? (Percent of respondents, N=397)

m Frequency of deploying new builds to production today

m Expected frequency of deploying new builds to production over the next 6 to 12 months

5%
2% D192

3%
9%

Multiple  Once per day Multiple
times per day times per
week

0,
D39 "
7%
17
: 5% 5% 2% 1% 1% 1%

Once per Multiple Once per Once every 3 Less
week times per month months frequently
month than once
every 3
months

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 5. ...Especially for Extensive DevOps Methodology Users

Percentage of organizations that deliver new software builds to production
multiple times per day based on usage of a DevOps methodology. (Percent of

We currently use a DevOps
methodology extensively (N=227)

respondents)
0,
2
We currently use a DevOps We do not currently use a DevOps
methodology to a limited extent methodology (N=48)
(N=122)

Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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Although cloud-native application development brings efficiency and productivity benefits, security teams are
challenged gaining the control they need to ensure that the applications deployed are secure. In addition to citing
production builds being deployed with security issues such as misconfigurations and vulnerabilities, many
organizations report their security teams lack visibility into development processes and/or that developers are
skipping security processes (see Figure 6). IT and security teams must strike the right balance in order to
incorporate security into the development processes without slowing operations down.

Figure 6. Lack of Visibility and Misconfigurations Are Most Common Security Challenges
Associated with Faster Development Cycles

What security challenges does your organization face with the faster
development cycles of CI/ICD? (Percent of respondents, N=397, multiple
responses accepted)

Security lacks visibility and control in development

()
processes ik
New builds are deployed to production with
misconfigurations, vulnerabilities, and other security 40%
issues
Developers are skipping security processes 39%

Lack of consistency of security processes across 389
different development teams =
Software is released without going through security

checks and/or testing 38%

Security team can’t keep pace with release cadences 34%

Developers don’t want to work with security 28%

None of the above || 1%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

API Growth Is Exacerbating Security Risk

Application security teams are aligning their goals with development teams to deliver cloud-based software
applications that meet business objectives for growth and customer service. According to Figure 7, the most
common consideration driving cloud application programs are application uptime/user experience (42%), controlling
cost overruns (40%), fulfilling data governance and compliance obligations (38%), protecting brand/reputation
(38%), and protecting consumer data (37%).
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What are the most critical drivers of your organization’s cloud application
program? (Percent of respondents, N=397, three responses accepted)

Maintaining application uptime/user experience 42%

Controlling infrastructure cost overruns 40%

Fulfilling data governance/compliance obligations 38%

Protecting brand standing/reputation 38%

Protecting consumer data 37%

Improving the bottom line 33%

Protecting corporate data 32%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

The data further shows that as developers utilize APlIs in their applications, security teams need to address their
usage to manage security risk. More than three-quarters (76%) of organizations report that they have an average of
26 APIs per application deployed (see Figure 8). Furthermore, Figure 9 reveals that a majority of organizations are
using open APIs for public consumption (67%), connecting applications with partners (64%), and/or connecting
microservices (51%) as APl use cases. Security teams need to ensure every connection is secure to meet their key
business drivers of keeping applications running and secure.
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What would you estimate is the average number of APIs per application?
(Percent of respondents, N=397)

45%
18%
6%
2 %
1to5 6to 10 11to 25 26 to 50 511075 76to 100  More than 100

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

How is your organization using APIs? (Percent of respondents, N=397, multiple
responses accepted)

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

10
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As cloud-native development with microservices-based applications continues to grow, they require APIs to access
services, data, or other applications. And as developers create more complex applications, the number of APIs can
grow. Indeed, while slightly more than one-third (36%) of organizations say all of their applications use APIs today,
this is expected to grow to 50% over the next two years (see Figure 10).

Figure 10. Growing Proportion of Cloud-native Applications Using APls

What proportion of your organization’s cloud-native applications use APIls
today? How do you expect that to change, if at all, over the next 24 months?
(Percent of respondents)

m Proportion of cloud-native applications that use APIs today (N=375)

m Proportion of cloud-native applications using APls 24 months from now (N=397)

50%
44%
36%
32%
18%
15%
2°é 2°é

Less than half of our cloud- Roughly half of our cloud-  Most of our cloud-native All of our cloud-native
native applications native applications applications applications

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

In addition to facing challenges from the rapidly growing number of APIs and their exposures from the associated
types of connections, security teams are challenged keeping up with the speed of APl updates. More than one-third
(35%) of organizations release updates daily, and another 40% update on a weekly basis (see Figure 11).

APIs are important for building modern applications that can call other services, applications, or data. Every API or
update can add attack surface if it is not secured because of the way that they are connected and the related
exposure. While most applications use APIs, the majority of organizations report that no more than half are internet-
facing (see Figure 12). This indicates that many are internal-facing, likely for connecting multiple microservices.
Additionally, a high percentage of APIs connect applications to other applications. This reflects the increasing trend
of sharing open APIs for integrations, which could be with internal departments within their companies or with
external third-party developers or business partners to connect applications for richer functionality. The data also
shows that organizations recognize the growing percentage of cloud/internet traffic that is API traffic, underscoring
the importance of API security in their network security strategies.

1"
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Figure 11. Most Organizations Are Updating APIs on at Least a Weekly Basis

How often does your organization typically change or update APIs? (Percent
of respondents, N=397)

40%
35%
22%
[
& 1%

Daily Weekly Monthly Quarterly Every six months or
less frequently

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 12. API Connections and Exposures

Approximately what percentage of your organization’s APls are
exposed to the internet and/or third-party APIs connecting to other
applications? Approximately what percentage of your organization’s
cloud/internet traffic is API traffic? (Percent of respondents, N=397)

m Percentage of APIs exposed to the internet
m Percentage of APIs that are third-party APIs connecting to other applications
m Percentage of cloud/internet traffic that is API traffic

1% 0% 0% 4% 49,908 1% 2% 2%

0% (i.e., none) 1% to 10% 11% to 25% 26% to 50% 51% to 75% More than 75%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

12
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API Security Incidents Are Pervasive, Resulting in Many Challenges and Shortcomings

As the number of APIs continues to proliferate, organizations have suffered from security incidents related to
insecure APIs over the past 12 months. Despite having multiple products in place addressing API security, more
than half (57%) faced multiple incidents, and 35% faced at least one incident within the last year (see Figure 13).

Figure 13. Security Incidents from Insecure APIs Are Pervasive

Has your organization experienced a security incident related to insecure APlIs in
the last 12 months? (Percent of respondents, N=397)

No, 6%

We think so but are not sure, 1% \‘

Yes, multiple times,
57%

Yes, once, 35%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Security teams need effective ways to manage security risk to support the growing usage of APIs because they
increase the attack surface exposing them to a wide variety of attacks. Organizations have suffered a range of
security incidents from insecure APls, including data exposure, account takeover, and/or denial of service attacks
(see Figure 14).

Not surprisingly, Figure 15 confirms these attacks can have serious consequences for organizations, including
impacting team members (43%), the need for additional web application protection products or services (37%),
negative impacts to shareholder value and brand standing (35%), negative customer experiences (33%), and cost
overruns (31%). These impacts impede them from meeting their top application security drivers mentioned earlier,
including maintaining application uptime, controlling costs, maintaining data governance, supporting customer
service, and protecting consumer data.

13
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Figure 14. Data Exposure, Account Takeover, and DoS Most Common API Security Incidents

What type of security incident(s) did your organization suffer as a result of
insecure APIs? (Percent of respondents, N=372, multiple responses accepted)

Exposure of data 32%
Account takeover (ATO) 31%
Denial of service (DoS) attack 31%
Attack on misconfigured API 30%
Fake account creation 28%
APl injection attack 28%
Ransomware 27%

Data breach 26%

Content scraping 26%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 15. Impacts of Attacks on Web Applications and APIs

What types of impacts did your organization experience from attacks on its web
applications and APIs? (Percent of respondents, N=397, multiple responses accepted)

Team members impacted 43%
Additional web application protection products or services
37%
added
Negative impact to shareholder value or brand standing 35%
Negative customer experiences 33%
Infrastructure cost overruns 31%

Application downtime

Compliance issues 26%

| (3
S
oS

Loss of revenue 24%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

14
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Nearly three-quarters (74%) of organizations believe they have a robust API security program with processes and
controls in place for API security (see Figure 16). This may be due to the fact that the majority have a variety of tools
in place, including API security tools (59%), web application firewalls (57%), and API gateways (50%), to protect
their web applications (see Figure 17).

Figure 16. Most Organizations Are Confident in Their API Security Capabilities

How would you rate your organization’s current APl security capabilities?
(Percent of respondents, N=397)

22%
4%
——

We have a robust API security We have some processes and We have minimal policies,
program with the right processes and controls in place for APl security  processes, and controls in place for
controls in place to secure APlIs in API security and rely too much on
our cloud applications individual efforts and manual

measures

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 17. Organizations Are Using a Plethora of Discrete Tools to Protect Web Applications

Which of the following discrete tools does your organization currently use to
protect its web applications? (Percent of respondents, N=397, multiple
responses accepted)

API security tools 59%

Web application firewall (WAF) 57%

API gateways 50%

Distributed denial of service mitigation 48%

Bot management 42%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Despite having robust API security programs with multiple tools in place, organizations face many challenges
across application security. These are challenges managing multiple tools and gaining visibility into and control over

15
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elements that are scaling rapidly with cloud-native development (see Figure 18). For APIs, organizations are
particularly challenged with inventories that would enable them to consistently apply security processes and
policies.

Figure 18. Most Common API Security Challenges Include Tool Excess and Limited Visibility

What are the biggest challenges your organization has faced with API security?
(Percent of respondents, N=397, multiple responses accepted)

Using multiple APl management tools 29%

Lack of control over/visibility into deployment of APIs

Accurately inventorying third-party APIs used by our
applications

N

Inconsistent adoption of API specifications

Enabling developers to perform API security testing
before deploying applications

Data governance and/or data exposure issues as a

‘ ‘g
o~ N N
X X X ©
o
o~

result of insecure APIs S
Discovering and remediating misconfigured APIs 26%
Keeping pace with the threats targeting our APls 26%
Accurately inventorying APIs used in our organization 2
Using application security tools not purpose built for
: 24%
API security
APls possibly exposing sensitive data 21%

None of the above | 1%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Knowing how the numbers of APIs are increasing, the wide variety of security concerns shows the urgency in
addressing them to effectively manage cloud security risk (see Figure 19). The top concern is around
authentication, which is alarming because every connection needs effective authentication to be secure. There are
also many visibility concerns, including identifying and tracking APls, discovering shadow APIs, and zombie APls.
The range of concerns underscores the need for organizations to find a better approach to securing their APIs.

16
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Figure 19. Organizations Are Experiencing Concerns Over Many Aspects of API Security

Please rate your organization’s level of concern with the following aspects of API
security. (Percent of respondents, N=397)

= Significant concern = Moderate concern = Not a concern

Problems with authentication of APIs
Possibility of account takeovers
Identifying and tracking third-party APIs
Using application security tools not purpose built for _—

API security S S
Shadow/undiscovered APIs
Abusive behavior bypassing application security tools
Denial of service attacks

Data governance and/or data exposure issues as a __
result of insecure APls S0 L
Abusive behavior bypassing bot management
Outdated/unneeded APIs (zombie APIs)

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

APIs play such an important role in modern applications by connecting them to other services, applications, and
data. While this enriches applications with greater features and capabilities so that organizations can offer more
services to their users, security is important to ensure the applications and their users are not vulnerable to a range
of attacks. Figure 20 reveals that organizations are concerned about possible exposure and the wide range of API
security susceptibilities that could expose them to serious attacks, including sensitive data exposure (34%), access
control vulnerabilities (31%), and/or API business logic flaws (31%).

17
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Moving forward, which types of API vulnerabilities are of greatest concern to
your organization? (Percent of respondents, N=397, three responses accepted)

Sensitive data exposure 34%

Attribute-based access control vulnerabilities 31%

API business logic flaws 31

Distributed denial of services attacks 30%

Code injection attacks 29%

Privilege escalation attacks 28%

Man-in-the-middle attacks 27%

Parameter tampering 26%

Cross-site request forgery attacks 23%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Building an Effective API Security Strategy Involves a Variety of Tools and Developer
Participation

For security to support the scale and speed of growing APlIs, they need tools to help drive efficient remediation so
they can respond quickly to vulnerabilities. Figure 21 shows that nearly three-quarters (71%) of organizations can
respond within a day, with 39% reporting the ability to do so within hours. When vulnerabilities expose sensitive
data, that time is precious.

The data also shows organizations are relying more on manual testing and review versus automated alerting to
protect their sensitive data (see Figure 22). As organizations scale with increasing product releases and higher
numbers of APIs to add functionality and services to their applications, this is not sustainable. Security teams need
fewer tedious manual tasks and solutions that can automate alerting to drive efficient actions that remediate
vulnerabilities exposing them to risk.

18
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Figure 21. Time It Typically Takes to Remediate an API Vulnerability

How long does it typically take for your organization to remediate an API
vulnerability? (Percent of respondents, N=397)

Several weeks, 2%

One week, 26%

Hours, 39%

One day, 32%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 22. Methods of Ensuring APIls Do Not Expose Sensitive Data Are Still Frequently Manual

How does your organization ensure APIs do not expose sensitive data? (Percent
of respondents, N=397, multiple responses accepted)

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

19
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Organizations are looking for API security solutions with a comprehensive set of features, rating a wide range of
capabilities as important or very important. Many important capabilities are related to the security concerns
mentioned earlier, including identifying and tracking APIs, APl authentication, and ways to block attacks or
excessive traffic. According to Figure 23, half of respondent organizations cited identifying APIs with sensitive data,
which would help provide context to prioritize actions for better protection, as a very important capability of an API
security offering.

Figure 23. Key API Security Capabilities Include Identifying Sensitive Data and Blocking Abusive
Traffic

How do you rate the importance of the following capabilities in an API security
offering? (Percent of respondents, N=397)

= Very important = Important = Not that important = Not at all important

Identifying APIs with sensitive data IS DY 7 VS - |
Blocking excessive/abusive traffic NNV Y 7/ |
Addressing OWASP API Top 10 NN Y TS |
Alerting on sensitive data exfiltration NI DY 7./ '
Developer testing to identify and fix misconfigurations 8%dl
Audits and logging NGNS -
Identifying and responding to attacks IRV Y 7 |
Blocking attacks RT3 N -
API security testing  |INEREGEGN5T N D T 7S ||
API authentication
Compliance I D7 S
Inventory of all APIs

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Inventory and discovery of APIs are foundational to an effective API security program. Many organizations are using
some combination of API gateways, API| security tools, and CI/CD tools, and the majority rate them as mostly
effective for API discovery and tracking (see Figure 24). However, it is worth noting that despite the fact that they
are using multiple tools, manual discovery and tracking is also seen as mostly effective.

For remediating API coding issues, organizations are typically utilizing their multiple application security tools,
including testing tools, runtime application self-protection, runtime assessment tools, and API specification
conformance tools. As was the case with discovery and tracking API tools and processes, these tools were mostly
rated as completely or mostly effective, with nearly half classifying iAST tools as completely effective (see Figure
25).

20
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Figure 24. Effectiveness of Discovery and Tracking Processes and Tools

How would you rate each of the following tools or processes that your
organization is currently using to discover and track your organization’s APIs?
(Percent of respondents, N=397)

= Completely effective = Mostly effective = Somewhat effective = Not at all effective = We don’t use these tools or processes

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 25. APl Code Remediation with Application Security Tools

How would you rate each of the following tools that your organization is
currently using to discover and remediate API coding errors? (Percent of
respondents, N=397)

= Completely effective = Mostly effective = Somewhat effective = Not at all effective = We don’t use these tools

Interactive application security testing (AST) ||| GRS
Runtime application self-protection (RASP) || G
Runtime risk assessment tools 11%1f

static application security testing (SAST) || G EEEENEEEEE EE
Dynamic application security testing (DAST) || G A
AP specification conformance tools ||| EGCEEGEGENGGEEEEEEECEEE

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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Organizations are also using a plethora of tools to stop or block attacks on APIs. In terms of their efficacy, as was
the case with other tools and processes in place to secure APIs, the majority rated these tools as mostly or
completely effective. Although the numbers are close, the highest rated was web application and API protection
(WAAP), followed by web application firewalls (WAF), and runtime application self-protection (RASP) tools. WAAP
combines four critical types of protection, WAF, DDoS mitigation, bot management, and API security, so it is
interesting to see its growing usage and acceptance (see Figure 26).

Figure 26. Effectiveness of Tools in Stopping or Blocking Attacks on APIs

How would you rate each of the following tools that your organization is
currently using to stop or block attacks on APIs? (Percent of respondents,
N=397)

= Completely effective = Mostly effective = Somewhat effective = Not at all effective = We don’t use these tools

Web application and API protection (WAAP) 12% 1ff
Web application firewalls (WAFs) 13% 1
Runtime application self-protection (RASP) | IIEGNE A N
Intrusion prevention systems (IPSs) [ IEGNGNEX 7 X
Next-generation firewalls (NGFWs) 13% 13
Bot mitigation tools | NECE S =73 7
API security tools 13% i

0% 20% 40% 60% 80% 100%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

To mitigate risk, security should be involved in securing APIs before they are deployed. So, while more than half
(54%) of teams responsible for securing APIs are involved with development as soon as or before they are
published, there is still a lot of room for improvement (see Figure 27). However, it is promising that the majority of
organizations rate a high percentage of their developers as having either a good (22%) or high (71%) level of API
security knowledge (see Figure 28).
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Figure 27. Most Organizations Take a Proactive Approach to Securing APls...

When new APIs are published, when does the team responsible for securing
them become involved? (Percent of respondents, N=397)

Once they are live
and in production,

0,
46% As soon as or before

APls are published,
54%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 28. ...And Believe Their Developers Have a Solid Understanding of API Risk

Generally speaking, how would you describe the collective level of
understanding your organization’s development teams have of security risks
for APIs? (Percent of respondents, N=397)

Limited level of
knowledge, 8%

Good level of
knowledge, 22%

High level of
knowledge, 71%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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Overall, 89% of organizations provide formal API security training to their development teams (see Figure 29).
However, there is a strong correlation between training and the level of awareness organizations believe their
developers have with regard to API risk. Specifically, Figure 30 reveals that 96% of organizations that report their
developers have a high level of knowledge about API risk provide formal API security training compared with only
68% of those citing limited levels of API security awareness.

Figure 29. Nearly All Organizations Provide Developers with Formal APl Security Training...

Does your organization provide formal API security training to its development
teams? (Percent of respondents, N=397)

e 1%
Yes No, but we plan to do so in No, but we are interested No, and we have no plans
the next 12-24 months in doing so to do so

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 30. ...Which Correlates to More API Risk-aware Developers

Percentage of organizations that provide formal API security training to
development teams based on API security risk knowledge of development
teams. (Percent of organizations)

96%
76%

High level of knowledge for API Good level of knowledge for APl Limited level of knowledge for API
security risks security risks security risks

Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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Organizations Are Committed to and Investing in Solidifying APl Security Posture

Organizations are prioritizing investing in API security because of its importance in enabling digital transformation.
Indeed, Figure 31 shows that most (60%) organizations have a dedicated budget for API security, and 95% expect
to increase their investments in API security solutions to some extent over the next 12-18 months (see Figure 32).

Figure 31. Most Organizations Report Having a Dedicated API Security Budget...

Which of the following best describes the source from which API security is
funded, or will likely be funded, in your organization? (Percent of respondents,
N=397)

30%

o -/

A dedicated API security Discrete web application Discrete web application Discrete web application

budget and API protection budget and API protection budget and API protection budget
within other security within other non-security IT within cloud services
program budgets, such as or line-of-business program program budgets
network security or budgets

application security

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Figure 32. ...And Expect API Security Spending to Increase over the Next 12-18 Months

Will your organization increase its spending on API security technologies,
services, and personnel over the next 12-18 months? (Percent of respondents,

N=397)
66%
29%
4% o
—o 1%
Yes, significantly Yes, slightly No, spending will remain No, spending will decrease
about the same slightly

Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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The areas in which organizations expect to focus their increased spending include API security tools, with many
looking for API security capabilities in other tools like cloud-native application protection platforms (CNAPPs),
application security tools, APl management tools, WAFs, bot management, and DDoS mitigation tools (see Figure
33).

Figure 33. Areas of Expected Increased API Security Spending

On which of the following do you expect your organization to increase its
spending the most over the next 12-18 months? (Percent of respondents,
N=378, multiple responses accepted)

Cloud-native application protection platforms
(CNAPPs)
Integrated application security and API security tools
APl management tools
Web application firewalls
Bot management tools
DDoS mitigation tools

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

What steps do organizations anticipate taking to optimize their web application and API protection strategies over
the next 12-18 months? The plurality of organizations anticipates building a holistic cloud application security
strategy that covers both on- and off-premises cloud deployments (see Figure 34). Other common actions include
working with MSPs to manage cloud application and API security (37%) and incorporating more automation
between security and application development teams (36%). Organizations should look for API security solutions
that fit well into their overall cloud security strategy to support digital transformation. As a key element of cloud-
native development, gaining control of securing rapidly growing APIs will have a high impact on effectively
managing security risk to enable the business to scale.
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Figure 34. The Importance of APl Security for Cloud Security Optimization

Which of the following actions do you believe your organization will take over
the next 12-18 months to implement or optimize its web application and API
protection strategies? (Percent of respondents, N=397, multiple responses

accepted)

Build a cloud application security strategy that can be
used across heterogeneous public and private clouds

Work with managed service providers to manage cloud
application and API security

Incorporate more automation between IT/security
teams and application owners/developers

Work with professional services firms to refine
strategies and/or implement tools

Move more web application protection controls to the
cloud

Reduce the number of vendors to improve efficacy of
cloud-native application protection

Reduce the number of vendors to simplify procurement
or usability

Hire more personnel

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Conclusion

This research shows the growing usage of APlIs in software applications and the need to secure and protect them.
While APIs are powerful in enabling developers to build more dynamic applications with rich features by connecting
to resources and other applications, every connection is a potential attack surface that needs to be secured. As
most organizations have experienced incidents due to insecure usage of APIs, security teams are investing in API
security solutions to ensure they can protect their software applications as development teams utilize APIs to
expand their offerings for increased business growth. What's needed? ESG recommends the following key
considerations for an effective approach to API security:

Collaborate with development teams. The research shows that application security objectives are aligned
with development and operations goals, including ensuring application uptime and customer service, meeting
compliance regulations, controlling costs, protecting brand reputation, and securing user data. As developers
increasingly use APls in different ways to augment their applications, it's important that they are aware of
security risk, and it's important to incorporate security as early as possible in development processes. The
research showed more than half (54%) of teams responsible for securing APIs are involved with development
as soon as or before they are published, so there is opportunity for earlier involvement. Awareness and training
are also important, as the research showed the correlation between formal API security training programs and

higher levels of API security risk knowledge.
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e Gain full visibility of APIs with inventory and tracking. With the proliferation of APIs as development scales
with faster, more frequent releases, it can be easy to lose track of the APIs, increasing exposure to attacks.
The research showed 25% of organizations are challenged by keeping accurate inventories of APIs. A majority
of organizations are concerned about the security risk of shadow/undiscovered APIs (87%) and
outdated/unneeded (zombie) APIs (87%). Organizations should look for solutions that can give them full
visibility to discover and track APlIs to effectively manage their security.

o Drive efficient remediation of API security issues. For security to support increasing product releases that
add functionality and services to their applications via frequent updates, they need to speed remediation to
respond quickly to vulnerabilities or incidents. The data shows that more than two-thirds can respond within a
day, with 39% reporting the ability to respond within hours. When applications are running in the cloud with
vulnerabilities exposing sensitive data, that time is precious. The data also shows organizations are relying
more on manual testing and review versus automated alerting to protect their sensitive data. This is not
sustainable. Security teams need fewer tedious manual tasks and solutions that can automate alerting to drive
efficient actions for rapid remediation.

e Look for a comprehensive solution. An effective API security program requires a comprehensive set of
features and capabilities that span the software development lifecycle to proactively mitigate risk and to ensure
rapid response to an incident. The research shows that organizations are looking for a wide range of
capabilities to address their current challenges, including API identification and tracking, APl authentication,
and ways to block attacks or excessive traffic. Identifying APIs with sensitive data was cited as a very important
capability of an API security offering, as it would minimize the time and manual efforts necessary to gain the
context needed to prioritize actions to protect sensitive company, partner, or customer data.

About New Relic

As a leader in observability, New Relic empowers engineers with a data-driven approach to planning, building,
deploying, and running great software. New Relic delivers the only unified data platform that empowers engineers
to get all telemetry—metrics, events, logs, and traces—paired with powerful full stack analysis tools to help
engineers do their best work with data, not opinions. Delivered through the industry’s first usage-based
consumption pricing that’s intuitive and predictable, New Relic gives engineers more value for the money by helping
improve planning cycle times, change failure rates, release frequency, and mean time to resolution. This helps the
world’s leading brands including adidas Runtastic, American Red Cross, Australia Post, Banco Inter, Chegg, GoTo
Group, Ryanair, Sainsbury’s, Signify Health, TopGolf, and World Fuel Services (WFS) improve uptime, reliability,
and operational efficiency to deliver exceptional customer experiences that fuel innovation and growth.

Y hew relic
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Research Methodology

To gather data for this report, Enterprise Strategy Group conducted a comprehensive online survey of IT,
cybersecurity, and application development professionals from private- and public-sector organizations in North
America (United States and Canada) between March 9, 2023 and March 14, 2023. To qualify for this survey,
respondents were required to be personally responsible for evaluating, purchasing, and utilizing API security
solutions. All respondents were provided an incentive to complete the survey in the form of cash awards and/or
cash equivalents.

After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed
responses (on a number of criteria) for data integrity, we were left with a final total sample of 397 IT, cybersecurity,
and application development professionals.

Please see the Respondent Demographics section of this report for more information on these respondents.

Note: Totals in figures and tables throughout this report may not add up to 100% due to rounding.
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Respondent Demographics

The data presented in this report is based on a survey of 397 qualified respondents. Figure 35 through Figure 38
detail the demographics of the respondent base at an individual and organizational level.

Which of the following best describes your current job function? (Percent of
respondents, N=397)

Information technology (IT) Information security/ cybersecurity Application development/ software
engineering

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

How many total employees does your organization have worldwide? (Percent
of respondents, N=397)

25% 26%

17%
10% 1%
[ <7 |

100 to 499 500t0 999 1,000 to 2,499 2,500 to 4,999 5,000 to 9,999 10,000to 20,000 or more
19,999

Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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Figure 37. Respondents by Age of Organization

For approximately how long has your current employer been in existence?
(Percent of respondents, N=397)

51%
iz 1%
1to 5 years 6 to 10 years 11 to 20 years 21 to 50 years More than 50 years

Source: Enterprise Strategy Group, a division of TechTarget, Inc.

Respondents were asked to identify their organization’s primary industry. In total, ESG received completed,
qualified responses from individuals in 21 distinct vertical industries. Respondents were then grouped into the
broader categories shown in Figure 38.

Figure 38. Respondents by Industry

What is your organization’s primary industry? (Percent of respondents, N=397)

Manufacturing 27%
Retail/wholesale 16%
Communications and media 12%
Technology 9%
Healthcare 8%
Business services 8%

Financial 6%

Other 15%

Source: Enterprise Strategy Group, a division of TechTarget, Inc.
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